EduCare®

Fraud and cyber-crime are the country’s most common offences and
the biggest threat to national security. Many organisations become
victims of cyber-crime because of human error, just not thinking or
people not following the correct protocol. This course will help you
understand the best practice to minimise the risk of a cyber-attack.

Key features

One module with a multiple-choice questionnaire
One CPD credit*

Optional narration of the course module and
o , 2 questionnaire for accessibility

-

Personalised downloadable certificate
70% pass mark

Printable module for future reference

*1 CPD credit equals up to 1 hour of learning

The course covers:

e risk in the online world, understanding what e the steps you can take to help minimise the

Anyone looking to expand their awareness of cyber security.

a cyber-attack is and what information
needs protecting

the effects of cyber-crime, including the
costs of security breaches or attacks

understanding the types of cyber-attack
and how individuals and organisations are
affected

understanding the cyber security policies
your organisation should have in place to
help prevent cyber-attacks

risk of a cyber-attack, including password
protection and extra precautions when
opening emails

guidance on the detection and reporting
of cyber-crime, including details of
organisations you can contact for
information and support.




The effects of cyber-crime

Click each of the icons below.

The direct and indirect cost and the long- In 2019, the Information Commissioner’s VISU8| |y engag | ng and |nteraCt|Ve

term effects of a cyber-attack can be Office revealed an intention to fine a

devastating. For small businesses the maijor airline over 183 million pounds for a

estimated mean cost of a single attack is cyber incident that took place in 2018 H H

just over £4000*. For larger businesses and compromised the personal data of AI’]SWGF explanatlons for those Who aChIeVG the
this can rise to many millions of pounds. 500,000 customers. paSS mark

% 35 Additional resources to expand learning including
él ................... ‘\LLﬁ .......... statistics and links to organisations for information and

% > guidance on cyber security.

Examples

There are many types of malware. Here are a few of the most common types.
Click the icons below to learn more.

Available as a standalone course on the EduCare

. website.
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Passwords

Move the slider below to learn more.

You should make sure your Avoid using predictable
laptop or PC and mobile passwords. They should Passwords should be
devices require a password be easy for you to changed regularly and
or fingerprint authentication remember but hard for should not be shared.
when locked. others to guess.
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I « The EduCare training modules include a wide variety of
sources of information and a very current view of the issue.
They are the fastest and most thorough way of accessing

- 4 information for myself or my team. ) '

Alexandra lhringova
,,,,,,, Student Support Coordinator/Burntwood School

|:| www.educare.co.uk (PD
) b

L 01926 436 211 & O
W4 online@educare.co.uk The CPP Certfication

1~

£ ™Y, INVESTORS
y v

£ i v lin] {_J N PEOPLE




